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Typographic and Document Conventions

Typography

Description

blue

Cross-references within the document.

blue, underline

References to external web addresses.

bold

Action steps (paths, buttons, options); field and drop-down list labels; emphasis.

italic

File names, document titles, and file extensions.

Code snippets

Highlights code snippets within regular content.

Code samples

Highlights code samples

il

WARNING: This symbol indicates a critical warning. It applies to actions that if
taken or not taken will break the system. Read the warning carefully and follow
it.

Important: This symbol indicates something very important to the reader.
Ignore this symbol at your own risk.

W ©

Note: This symbol indicates a note that should be of interest to the reader. It is
not critical. Nevertheless, the reader should pay attention.
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1.0 Introduction
1.1 Product Overview

—
> -

7 s

HID® ActivID® Credential Management
System (CMS) enables organizations to
issue an authentication credential that
goes beyond perimeter security. A smart
card, smart token, virtual smart card or
mobile smart card can be used to secure
access to individual workstations and
servers within the firewall, as well as
securing access to the VPN and
applications. The high assurance
credential can also be used to encrypt
data, hard drives, documents and emails,
and for digital signatures.

ActiviD CMS is a solution for issuing and managing high-
assurance credentials. The solution manages
authentication devices (e.g., smart cards, smart USB keys,
virtual smart cards, mobile devices) and credentials they
contain throughout their entire lifecycle.

Providing a full-featured Public Key Infrastructure (PKI)
registration authority and credential manager for most
leading PKI products, ActiviD CMS enables the secure
deployment and management of authentication devices
that contain the following credentials:

e PKil certificates,

e One-time passwords (OTPs),

e Static passwords,

e Biometric data, and

¢ Demographic data.

ActiviID CMS is a Web-based management system that

can be integrated with existing provisioning systems and
their components, including:

e Network access control systems,
e Physical access control systems,
e Enterprise database and directory infrastructures, and

e Public Key Infrastructure (PKI).

1.2 Document Scope and Audience

This technical note explains how to configure Entrust Datacard® (formerly Thales®) nShield™ Connect
and Solo HSMs for use with ActiviID CMS and sequence of operations required to set up the nShield
HSMs for use with ActiviID KMS (and later with ActiviD CMS).

This technical note is not intended to replace the Entrust Datacard documentation. The intent of this
technical note is to provide guidance on how to use the nShield HSM and its accessories with the HID
Global solution. For example, the default location of Entrust Datacard files depends on both the
support software and the Microsoft® Windows® version in use. For this reason, it is recommended that
you reference and use the Entrust Datacard release notes for this type of information.

December 2020
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1.3 Overview

HID Global provides identity assurance solutions to manage security credentials that are populated in
smart cards during the device issuance process. These security credentials (cryptographic keys)
control access to smart cards during management operations (such as card application loading and
personalization). ActiviID Key Management System (KMS) and ActivlD Credential Management
System (CMS) are complementary products that ensure secure management and issuance of smart
cards.

ActiviD KMS enables the setup, management, maintenance, backup, and update of Hardware Security
Modules (HSMs). HSMs such as the Entrust Datacard (formerly Thales) nShield Connect and nShield
Solo HSMs securely store cryptographic key materials and are similar to large-storage, multi-session
smart cards. However, unlike smart cards, they are used mainly on the server side of a system.

ActivID KMS ensures that HSMs are loaded with the appropriate cryptographic key materials. These
keys are necessary for the ActiviD CMS to take possession of the cards and, in turn, personalize the
card applications that are securely loaded by ActiviID CMS. Cryptographic key materials are sensitive
information in the security chain. These keys must be exchanged, stored, and populated in a secure
manner. A FIPS 140-certified HSM is required to meet a high-security level solution. The following
figure shows the interaction between ActiviID CMS, and the HSM unit.

Figure 1. ActiviD KMS, ActiviID CMS, and HSM Interaction

Step 1: Initialize HSM

Step 2: Unplug HSM from KMS workstation
Step 3: Plug HSM into CMS server

Card Management System
(Production System)

I i
| i
1 |
I I
H I
: == {
Step 4: Use keys with | !
CMS production system : e {
: |
| : {
: — HSM Reader |
S . i
1.4 HSM Product Version

Refer to the ActiviID CMS Overview for the list of supported Entrust Datacard (formerly Thales)
HSMs: nShield Connect (network HSM) and nShield Solo (PCI-E card).
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2.0 Setting Up an nShield Solo

This section describes how to set up an nShield Solo HSM for use with ActiviD Key Management
System (KMS) and ActivliD Credential Management System (CMS).

% Note: This section provides guidelines based on a specific version of the nClpher
products, using the nCipher terminology. Please refer to the latest nCipher
documentation that refers to the specific product and version you are deploying.

2.1 Procedure 1: Installing the nCipher Software

Prerequisites: e You must install one of the following Java™ products prior to installing the

nCipher components:
e Java Runtime Environment™ (JRE)

e Java Developer Kit™ (JDK)
e You must install the 64-bit version of the nCipher Security World software.

% Note: ActiviD CMS 5.0 and higher uses the 64-bit PKCS#11 library.

1. Insert the nCipher software Installation CD.

If the installation software does not start automatically, run the Setup.exe file.

External | CMS 5.3 | HID Global Corporation/ASSA ABLOY AB. All rights reserved. December 2020
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nCipher Support Software Setup

(N)CIPHER

Welcome to the InstallShield Wizard for nCipher Support Software

Thiz pragram will install nCipher Support Software 11 41 on your computer

Cancel

Inistallshisld | ‘ < Back H

2. When the Welcome page appears, click Next.
3. Accept the license agreement, and then click Next.
Note: The following steps are not intended to replace nCipher technical

documentation. For specific details, see the nCipher technical documentation, follow
the prompts, and take note of any tips presented here.
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iCipher Support Soltware Setup x|
Select Fealwes -
Select the features sehup wil instal ® C I P H E R
Chooes which components o rstall For informstion on selecting components, please reler 1o the
Admirestiator Guide
pport {mandatony| Sd8H K .:
Core Tools [recommended) BI5AB K |
7 Ciypto Hardware Interface (CHIL] plagin 708K |
W Java Support [inchuding FKeySafe| 28K |
nCipherk M JCALICE provider classes 224 K |
| CSP console ulilhes 5560 K
vl CryptodPl CSP GUI and conscle installers 9492 K
i SNMP roriitofing agent 4768 K |
v Signed netHSM fimwaie files 26052 K |
| PECSH brany 4IE4EK i_
W payShield Llzer 1IBTEK:
=l
—Dieztinabion Foldes- —
Chnfast Browse.,, |
e e ]
Space Fegured on C. 162860 K :
S pace Avatable on C: THRTIED K M
IristalShield -‘:I < Back ﬂ Hed> | 7 Cancel [

4. When the Select Features page appears:
a. Accept the default options that are already selected.

b. Accept the default installation directory.

Important: It is strongly recommended that you accept the default installation
directory. In this document, the installation directory is referred to as <installdir>.

c. Click Next.
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Cipher Support Software Setup

X
nCipher PECSH#11 -
Conhgure PKCS#11 Secunty Assusance Mechanism @ C I P H E R

You are about to configure the Secunty Asswance Mecharim [SAM)
tor the rCipher PECSH1T libram

Select "Ma" o dizable the 5 eournity Azsurance Mechanism
Select "Yez'" [delault] to enable the Secuity Assurance Meachanizm.

You may reconfigure the Secuity Assurance Mechanism at any time

by edéing the ckréastre e found in the nCipher installation directony
Please see the usar guade for more information on the Secunty Assurance
Mechanesm and avalable configuration opfions

{+ Yes |delault]to enable the Secuty Azsurance Mechanizm

™ Na dizable the Secunly Azsizance Mecharsm

Installshieid \ < Back “ LEEE:’JI F | Cancel [

|

5. When the Configure PKCS#11 Security Assurance Mechanism page appears, perform the following
tasks:

a. Select the Yes option (the default), which enables the Security Assurance Mechanism.
b. Click Next.
c. Click Finish when the displayed message indicates that installation has been completed.
6. Turn off your PC.
7. Install the nShield Solo PCI-E card in your PC.

Note: Consult the hardware installation manual prior to installing the HSM in the
system on which ActiviID KMS is installed.

8. To prepare for configuring nCipher Security World, perform the following tasks:

a. Set the HSM to its pre-initialization state by setting the Mode switch to | (see the rear panel
for switch settings).

b. Start the KMS workstation.

9. Launch the KeySafe utility, which displays the following message after receiving the first request
to run the software.
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Fatal Error

Unable to establish Kevsafe session, Flease ensure that the
hardserver is running and accepting TCP connections by assigning
values ko 'nonpriv_port' and 'priv_port' in the 'config’ file.

10. Click Press to exit.

11. Navigate to the C:\ProgramData\nCipher\Key Management Data directory, and then open the

configuration file.

12. Uncomment the nonpriv_port and priv_port lines in the server_startup section.

13. Edit the lines to reflect the values of nonpriv_port=9000 and privport=9001 so that the KeySafe

utility can start.

14. Reboot the system after updating the configuration file.

% Note: The device should now appear in Device Manager, and the nFast server service
should be running (see the following illustration that shows the Device Manager

window).

%, Device Manager . i

=101

Fle Action  Wiew Help

= | @ g 2 a=na

= M5
i Computer
g Disk drivas
g Display adapters
e DVDJCD-ROM drives
=) Floppy disk conbrollars
M4 Floppy disk crives
(=) IDE ATA/ATAPT controliers
“» Keyboards
) Mice and other pointing desvices
W Monkors
88 Metwork adapters
@ Qther devices
- Ports (COM & LPT)
+ 4 Processors
=88 Securky Accelerators
EERnCipher PCTHSM
+-@ Sound, video and game controlers
-4 System devices
i Uriversal Serlal Bus controllers

BB

2.2 Procedure 2: Configuring the nCipher Security World

Security World is an nCipher proprietary concept. Each Security World is comprised of an HSM unit

and smart cards:

e ACS (the Administrator Card Set), which contain credentials for managing a specific Security

World and to use for recovery operations.
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e OCS (the Operator Card Set), which control access to the Application Keys (for example, ActiviD
KMS and ActiviID CMS).

Each Security World also includes keys and certificates that are encrypted by the Security World Key
and stored on the computer where the Security World has been created (in the
C:\ProgramData\nCipher\Key Management Data directory).

% Notes:
[ )

Each Security World is stored in a different subdirectory (kmdata_nn). Before you can use
a Security World HSM with ActiviD KMS, you must configure the Security World on the
HSM. Key materials are stored in the nCipher Security World.

e During the HSM cloning process using ActiviD KMS, the Security World is also cloned onto
other HSMs.
There are two procedures for creating a new Security World:
e Procedure 1: Creating a New Security World/Administrator Card Set

e Procedure 2: Creating a New Operator Card Set

2.2.1 Procedure 1: Creating a New Security World/Administrator
Card Set

To create a new Security World, you must use the nCipher KeySafe utility and complete the following
steps.

ﬁ WARNING: ActiviID CMS only supports a value of K=1; other values do not work.

1. Set the HSM to its pre-initialization state. For a PCI-E HSM, you must manually set the Mode
switch on the PCI card to (D).

2. Turn your PC On.
Launch the nCipher KeySafe utility.
4. Click Modules to display the Initialize Security World page.

The following illustration is an example of Security World configuration for multiple
administrators.
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LN

Initialize Security World

Initializing your security world creales the underlying secrels that are required fo protec

In order 1o infialize the securily wond, KeySafe must erase any edsting sscrets from th
you will not be able to access them uniess you restore these secrets. You can not res
Administrator Card Set (ACE) and kmdata directory of you have implemenied your own

M“Mn,

Foed

KaySafe implemants its backup policy by sharing the appropriale secrals among the ¢
total number of cards that will make up your Administrator Card Set and the numbear th

Afer the secrels are created, KeySafe prompls you to insert the smar cards that will be
secrel data IS written 1o e-ar.ru new Adminisirator Cand. You can choose to S6l & pass p

Amodule must be in the pre-initialization state before it can be reprogrammed for incon

Mlakes & fiv moments for KeySafe 1o indialize the secunty world Afar tha S8 curity worl
operational siate

Entér TOTAL numbér o administrabor cards in et (NE |3

Enter raamiber of administralon cards required for sccess (W) I1

Ay e Ay,

Protection Mode: = =
FPS 1402 level li-compliant T o E ~ Mo
Parimil récaipt of remobe operator card sharssT  vas & Mo
Sat advanced optons AT 8 SRENE =
St SEE options
. Lalfl e | ﬂJ j
P A e g iy AR P ot it T bt e

5. Respond to the parameter prompts to configure your Security World. Perform the following
steps.

a. Enter a value in the Enter TOTAL number of administrator cards in set (N): text box (in this
example, N=3).

b. Enter a value in the Enter number of administrator cards required for access (K): text box
(in this example, K=1).

c. Select either AES or DES3 from the Protection Mode drop-down menu. The mode you
choose selects the algorithm that will be used to protect the Security World keys.

Note: The example illustrates the number of administrator cards (ACS: Administrator
Card Set) as 3/1 (N/K), which allows multiple administrators to perform administrative
tasks.

6. Select the FIPS 140-2 level lll-compliant option (Yes or No), which sets the security level (FIPS
140-2 or FIPS 140-3) that is applicable for your HSM. This security level only applies to the
Security World to be created and does not define the security level that the HSM physically
supports.

7. Accept the default No option for the Permit receipt of remote operator card shares prompt.

® Important:

e Do not select the Advanced options (the Set advanced options setting is not required
at this time).

e Do not select the SEE options (the Set SEE options setting is not required for the HSM
to work in the ActiviID CMS environment; SEE refers to Secure Engine Execution).
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8. Click Initialize Security World. You will be prompted to insert your administrator card.

l
\:‘JIFHER KeySafe (M

Creale Administrator Card Set

You are now cresting your new Adminls&or Card Sel

These cards provide vou with a backup and restorstion mechanlsm. You should Keep wour Adninkstrabor Cards In s
538 place 1 order ¥ prevent UNaUIRoNTag At 825 to your 2ecrens

Pleasa Insert card 1 of Z hal you want b watte info madule 1, tard siot D

+ Ow

= w T

Empry
Flease irsed tha card that ¥au want to wris

] oo |

9. Insert the first of the N administrator cards (in the example N=3).

KeySafe displays a page where you can set a pass phrase (PIN) that protects the card using a
single, independent pass phrase that is required each time the card is used.
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EE ()

Set Card Protection Pass Phrase

Each smart card may optionally be pratected by a single, independent pass phrase
thiat weill be required each time the card iz used.

Do yaou wwart to 26t a pass phrase? * Yes O Ho

Enter pazs phraze: |

Enter pass phrase again: I

0K | Abandon

10. Select Yes to set a pass phrase.
1. Enter and confirm a pass phrase, and then click OK.

12. Repeat this procedure to configure the second and third smart cards. When the Security World
has been initialized, the following confirmation message is displayed.

Completed =

::, l) Security world successfully initialized.

13. Click OK.

14. Set the HSM back to Operational (O) mode using the Mode switch on the back panel, and then
reboot your system.

15. Launch KeySafe and verify that the HSM can be contacted, and that the Security World has been
created (you should see an entry corresponding to the new Security World).

2.2.2 Procedure 2: Creating a New Operator Card Set

To create an Operator Card Set to protect access to the ActiviD CMS keys, complete the following
steps.

1. Launch KeySafe.
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2. Click Cards.
3. Click Create New OCS, which displays the Create Operator Card Set window.

O (N
f

Create Operator Card Set

From this panel, you can create a new Operator Card Set (0CS).

The newly created card set can then be used fo protect a key or a set of keys. Different can

Choosa the parameters for the Operator Card Set. The total number of cards in the Opera
required for access must be less than or equal fo the fotal number of cards. Ifvou choose
{i.e. 366%24*3600 seconds),

M e

‘|+'I—on Securty VWorld

- Wodule: #1
Erther Operator Card Set name; oms
Enable pass phrase recovery for this card set? Ces @ No
Permit this card set o be used remotely? Yoz (* Np
Do vou wearl he card st 10 be persistent? & ves  no
Do you wart o 52t & timeout? C Yes & po
Teneoilt i secondls: |
Eriter TOTAL numiber of cards in set (M) |3_
Erter rumiber of cards retuiked for acoess (K); [1_

s | Creste OCS! |

ot e gl r'--udh.".'-b._q.-n—-—-ﬁ-ﬁ ——— e T S :.J’-—-—-‘..-HQ

4. Respond to the parameter prompts to configure your Security World. Perform the following
tasks.

Enter a new card set name (for example, CMS) in the Operator Card Set name field.
b. Select No for the Permit this card to be used remotely option.

c. Select Yes for the Do you want the card set to be persistent option. When you click Yes to
have the card set to be persistent, the keys protected by an OCS card remain available in the
module even if the card is removed from the nCipher card reader.

® Important: It is recommended that you set this option, which enables several
applications to access the HSM at the same time without forcing multiple operators to
insert their cards during a session.

d. Click No for the Do you want to set a timeout option (if you choose to set a timeout, this
value cannot exceed one year in length).

e. Enter a value for the total number of cards in the set (N). The total number of cards in the
OCS cannot exceed 64.

f. Enter the number of cards required for access (K). The number of cards required for access
must be less than or equal to the total number of cards in use.

WARNING: As per nCipher Security World requirements, if you cannot present the
proper number of cards (K/N) if and when required, then the keys that are protected
using that card may be unusable. As previously described in the Administrator Card
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Sets, the total number of cards in an ACS set is (N) and the number of administrator
cards required for access is (K). This formula is the same for an Operator Card Set.

5. Click Create OCS. You will be prompted to set card protection, just as when you created pass
phrases for N cards for the ACS (as done previously when you set the pass phrase).

6. When prompted, enter and confirm a pass phrase (equivalent to HSM Operator PIN) for all the
cards.

When you have finished creating the Operator Card Set, the HSM is ready for use in ActivID KMS and
ActiviID CMS.
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3.0 Accessing the nShield Solo from ActiviD KMS/CMS

This section provides a brief description of the process by which you prepare the nShield Solo HSM
for use with ActiviD KMS and with ActiviD CMS.

3.1 Preparing the nShield Solo for Use with ActiviD KMS

As described in previous sections, an nShield Solo HSM is installed on the system where ActiviD KMS
is installed. Following best practices, the ActivID KMS and ActiviD CMS are installed and running on
different systems.

For specific details on preparing the HSM for use with ActiviID KMS, refer to the ActiviD KMS
technical documentation set for more information (this technical note is not intended to replace the
ActiviD KMS documentation). The following steps summarize the preparation process.

1. Copy the PKCS #11 cknfast-64.dl/ file to the ActivID KMS directory.
The cknfast-64.dll file is located in the <installdir>\nCipher\nfast\toolkits\pkcs11\ directory.
2. Make sure that the cknfastrc configuration file (located in <installdir>\nCipher\nfast\cknfastrc)

contains only the following two lines:

CKNFAST_OVERRIDE_SECURITY_ASSURANCES=tokenkeys;unwrap_mech;unwrap_kek;explicitness
CKNFAST_NO_ACCELERATOR_SLOTS=1

% Note: All keys injected using ActiviD KMS are located in the Security World you created
previously using the directions in this technical note. You can view the key labels and
attributes using ActiviD KMS or by using the KeySafe utility (illustrated in the following
figure).

® Important: If you are migrating from a HSM containing extractable keys, you need to add
the longterm flag to CKNFAST_OVERRIDE_SECURITY_ASSURANCES in the cknfastrc file.
See also the HID ActiviD Credential Management System HSM Migration User Guide.

3. Launch KeySafe.
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| o5 @ ONE

e Key Listing

Belecting a key from the list below displays that key's parameters
*fou can then click the Remove Key button in order o remove the selected key from your securityworld, oryou can make another selection

Key List

PHCSH

[GaLACTIC_v2_ENC c CS S
GALACTIC,_V2_KEK PKCS#1 OCS: EMS

50w Securtty Werid (EK |
S-88 Mosle: #1 GALACTIC V2 MAC PRCS#H1 | ocs oS

GEMPLUS_ENC PRCSFI1 | ]
GEMPLLIS_HEK PHCSH1 | OCS CMS
GEMPLUS_MAC PICSH1 | oCS EMS
GhD_EnC PCS#1 | oS ons
GND_KEK PRCSH1 | OCS CMS
GhD_MAC PHCSEI | oCS oM
W_ACE_CRYPT PHCSH 1 [
K _ACE_ESCROWY PRESH1 | OCS: S
Last Logon PHCS#11 | OC5 M5
VI_CM_AGE_OPSIC_1_ENC PHCSH | OCS: CMS
Wi_CM_ACE_OPSC_1_WEK PSR | ocs CMs
be_CM_ACE_OPSC_1_MAC PKCSH1 | ocs CMs

EEZ25E2zFz5232¢28

iate: Fii Mar 02 15:58:33 GMT 2007
e GALACTIC _W2_ENC

BCBAT529360430C700802E2IBEF 51FE22F52012
1 5debf22dc3821 dfabe 28a3506dda2eT0615d92:-1857055077801c 3bAT8cO9140
119 InCipher kmdata file: C\nfastikmdatallocahkey_pkes11_uct Sdebr22dc 3821 dfabe29a35960dale F0B5092a-1857055077

4] | i}

4. Click Keys, and then click List Keys.

3.2 Preparing the nShield Solo for Use with ActiviD CMS

To install the HSM on the ActivID CMS server, perform the following steps:

1. Install the HSM and the nCipher software on the ActiviID CMS server, but do not create the
Security World. Instead, you must use the Security World created for the ActiviID KMS system. To
copy the Security World configuration to the ActivID CMS server, copy the kmdata\local
directory from the ActiviD KMS system to the same location on the ActiviID CMS server.

2. Copy <installdir>\nCipher\nFast\cknfastrc to the same location on the ActivID CMS server.

Note: You do not need to copy the file if ActivID CMS will be installed from scratch
with HSM support. Instead, you just need to provide the right path during the ActiviD
CMS setup.
3. To enable any administrator to run KeySafe, in the <installdir>\nCipher\nFast\kmdata\preload

directory, change the NTFS permissions to include modified rights for the local administrator
group. The default user with permission to start KeySafe is limited to the user who installed it.

@ Important: Once ActiviID CMS is installed, if the PKCS#11 library path is changed after

upgrading the nCipher Security World software (for example, version 12.50 or higher),
you must update the crystoki.ini file, found in %PROGRAMDATA%\HID
Global\Credential Management System\Shared Files, as follows:

LibNT=C:/Program Files/nCipher/nfast/toolkits/pkcs11/cknfast.dll
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4.0 Setting Up an nShield Connect

This section describes how to set up an nShield Connect (formerly netHSM) HSM for use with ActiviD
Key Management System (KMS) and ActivID Credential Management System (CMS).

% Note: The guidelines in this section are based on a specific version of the nCipher
products, using the nCipher terminology. Refer to the latest nCipher documentation
concerning the specific product and version you are deploying.

4.1 Task 1: Installing the nCipher Software

Prerequisites: e You must install one of the following Java products prior to installing the
nCipher components:

e Java Runtime Environment (JRE)

e Java Developer Kit (JDK)

e You must install the 64-bit version of the nCipher Security World software.

% Note: ActiviD CMS 5.0 and higher uses the 64-bit PKCS#11 library.

1. Connect the Ethernet cable to the nShield Connect unit (use the Ethernet port 1 or 2).
2. Insert the nCipher software installation CD into your system.

If the installation utility does not start automatically, you can double-click the Setup.exe file to
start it.
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%
(N)CIPHER

Welcome to the InstallShield Wizard for nCipher Support Software

Thiz program will inztall nCipher Support Software 11.11 on pour computer

IristallShield | < Back l l Cancel

3. When the Welcome window is displayed, click Next.

nCipher Support Software Setup x|

License Agreement

Please read the following license agreement carefully. @ C I P H E R.h

Prezs the PAGE DOWH key to zee the rest of the agreement.

hCipher License Agreement 3

[C] Copyright 2008 nCipher Corporation Limited, Cambridge, United
Kingdom.

The Software iz owned by nCipher Corporation Ltd or itz licenzors and

iz protected by coperight laws and intemational copyright treaties as

well az other intellectual property laws and treaties. The Saoftware iz

licensed not sold. NCIFHER 15 WILLING TO LICENSE THE SOFT'W&RE TO yOU

UPOM THE CONDITION THAT ¥OU ACCEPT ALL OF THE TERMS COMTAIMED IM THIS
LICEMSE AGREEMENT. vOU WERE ADWISED AT THE TIME OF REQUESTING THIS
SOFT'WARE AMD/OR AT THE TIME THAT THE SOFTWARE w5 PROVIDED TO YOU
TH&T

ANY USE BY YOU OF THE SOFT'WARE WILL BE REGULATED BY THE TERMS AMD
COMDITIOMS OF THIS LICEMSE AGREEMENT [“Agreement']

=

Do you accept all the terms of the preceding Licensze Agreement? IF pou i Prirt |
zelect Mo, the setup will cloze. To install nCipher Support S oftware, pou i
must accept thiz agreement,

rstallsHield | <gack J|  oves | | ome |

4. Click Yes to accept the license agreement, and click Next.
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% Note: The remaining steps in this procedure are not intended to replace nCipher
technical documentation. Read and review the nCipher material, follow the presented
prompts, and note any additional tips documented here.

nCipher Support Software Setup ll

Select Features

Select the features setup will install @ C I P H E R-k

Chooze which components to install. For information on selecting components, please refer to the
nShield Uszer Guide

' nCipher Core T ools [recommended) 112968 K,
nCipher CAPI-NG praviders and tools 10548 K,
Crypta Hardware Interface [CHIL) plugin 1328 K
nCipher Java Support [including KeySafe) 3620 K
nCipherkt JCAACE provider clazses 2062 K
CSP conzole utiities 18972 K
Cryptod&Pl C5P GUI and conzole installers 24792 K.
nCipher SMMP monitaring agent 424 K
nCipher Signed netHSH firmware files TTNMEE
nCipher PECSH11 provider 8740 K
Destination Folder -
(C:'\F'mgram Fileg\nCiphersnfazt | Browsze...

Space Required on C: 216092 K f ———
Space Svailable on C: 1578576 K. &J
InstallShield | < Back ” Ment » | | Cancel ‘

5. When the Select Features window displays, complete the following tasks:
a. Accept the default options that are already selected.

b. Accept the default installation directory.

® Important: It is strongly recommended that you accept the default installation
directory. In this document, the installation directory is referred to as <installdir>.

c. Click Next.
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acphersupportsotvaresews x
nCipher MSCAPI »
(N)CIPHER

Achion

nCipher CSP install information

A ghortcut to the nCipher CSP install wizard will be put in the nCipher group under ‘4l Programs’.
Fleaze ensure pou have the nCipher module(z) installed
and working comectly before unning the CSP install wizand,

Inetalshield < Back ” i |

6. Click Next.
rcipher support softwaresetp £
nCipherSHNMP i
(N)CIPHER

Action

nCipher SNMP agent infarmation

If thiz iz a firzt-time install, the nCipher SMMP Agent
will nat run by default. Please see the manual for further
installation instructions.

TristallShisld < Back [ [ Cancel

7. Click Next.
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nCipher Support Software Setup il

nCipher PECSH#11

Configure PECSH#11 Security Azsurance Mechanisrm ® C I P H E R."

You ars about to configurs the Security Assurance Mecharism [S4M)
for the nCipher PKCSH#11 librany,

- Select "Mo" to disable the Security Azsurance Mechanizm.
- Select "Yes" [default) to enable the Security Azsurance Mechanizmm,

YVou may reconfigure the Secunity Azzurance Mechanizm at any time
by editing the cknfastre file found in the nCipher installation directon.

Pleaze see the uzer guide for more infarmation on the Security Azsurance
I echarnizm and available configuration options.

{* Yes [default] to enable the Securty dssurance Mechanism

" po  dizable the Secunty dzsurance Mechanizm.

Tnstallshicld | < Back ”

y o

8. Select Yes to enable the Security Assurance Mechanism, and then click Next.
9. In the nCipher PKCS#11 window, complete the following tasks:
a. Click Yes to enable the Security Assurance Mechanism (which is the default).

b. Click Next to display the Installation Completed message.
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acphersupport sotwaresetwp
(N)CIPHER

IngtallShield Wizard Complete

Setup haz finished installing
nCipher Suppaort Software on pour computer.

Click. Finizh to complete Setup,

Tnistallstield I Cancel

10. Click Finish when the Installation Completed message displays.

4.2 Task 2: Configuring the HSM Ethernet Port

The first step in configuring an HSM Ethernet port is to assign it an IP address. Configure the HSM
Ethernet port by completing the following steps.

Figure 2: nShield Connect Front Panel

Power Rotating Switch Mode Status
Serial Port

Button A Button B PS/2 Clear

1. Using buttons A and B and the Rotating Switch on the nShield Connect front panel, complete the
following tasks to display the following screen:

a. Press Button B to select System
b. Press Button B to select System configuration

c. Press Button B to select Network configuration
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d. Press Button B to select Set up interface #1

Hetwork configuration
Enter IP addrezs for interface #1:
0. 0. 0. ®

Enter netmask:
0. 0. 0. 0

CAHCEL EXTT

T e, o Mk i g A et

T e e LT Lt T
2. Set each field of the IP address and netmask for the interface.

3. Press button B when the settings are correct, which displays the following screen:

Ei

Hetwork configuration

Select desired link =peed:
auto

BRCE HEXT

T N sl e et "‘-‘“"“;

% Note: nCipher recommends that you use the auto option which configures your
network speed for automatic negotiation.

4. When prompted, press button B to accept the new interface.

5. When prompted to reboot now or later, press button A to select a later reboot or press button B
to reboot now.

% Note: Repeat this series of steps to configure the second Ethernet interface (Interface
#2).

4.3 Task 3: Configuring a Remote File System

The Remote File System (RFS) contains a copy of the Security World data which serves as a backup.
For details about creating an nCipher Security World, see Task 6: Configuring an nCipher Security
World. The RFS needs to be located on a separate server or on a client system (running either
ActiviID KMS or ActiviID CMS). You must execute KeySafe from the system where the RFS is created.

You must repeat the same procedure performed in Task 1 on the server where the RFS resides
(see Task 1: Installing the nCipher Software for details). The Task 1 procedure installs the nCipher
software environment and the utility necessary to create the RFS.
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% Notes:

e There is one RFS for each HSM unit. In the following example, the command set
enables several clients to connect to the HSM (where the client can be the system
running ActiviD KMS or ActiviID CMS). The RFS configuration accepts access by
cooperating client machines, where the client can either be authenticated or non-
authenticated.

e |n the following example, there are references to KNETI, which is the nCipher
integrity key of the HSM (installed when the HSM is shipped). This is the key used for
authentication between the HSM and clients.

The first step in the following procedure involves making a choice between the following two
options:

e Option 1: For an Authenticated Client with KNETI Authorization (authenticated client)

e Option 2: For an Unauthenticated Client without KNETI Authorization.(unauthenticated client)

Determine which option you plan to use and select either Option 1 or Option 2.

4.3.1 Option 1: For an Authenticated Client with KNETI
Authorization

Option 1 enables the client to connect to the RFS with KNETI authorization.

% Note: If necessary, in the following commands and examples, replace C:\Program Files
with your nCipher installation directory.

On the server system, enter the following command:

C:\Program Files\nCipher\nfast\bin>rfs-setup --force --gang-client <IP CLIENT> <netHSM ESN> <netHSM
KNETI HASH>

The IP address identified as IP CLIENT is the IP address for the client system connected to the HSM,
for example:

C:\Program Files\nCipher\nfast\bin>rfs-setup --force --gang-client 192.168.5.170 683E-33D9-2AF5
95a316146da7d9feb1fb0258746baed9990776¢7

The result:

Removing old remote_file_system entries with remote_esn 683E-33D9-2AF5

Adding read-only remote_file_system entries

Ensuring the directory C:\ProgramData\nCipher\Key Management Data\local exists

Adding new writable remote_file_system entries

Ensuring the directory C:\ProgramData\nCipher\Key Management Data\local\sync-store exists
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Saving the new config file and configuring the hardserver
Done

4.3.2 Option 2: For an Unauthenticated Client without KNETI
Authorization.

Option 2 enables the client to connect to the RFS without KNETI authorization (use this option if you
trust the current network environment).

% Note: If necessary, in the following commands and examples, replace C:\Program Files
with your nCipher installation directory.

On the server system, enter the following command:

C:\Program Files\nCipher\nfast\bin>rfs-setup -—gang-client -——write-noauth <IP CLIENT>

For example:

C:\Program Files\nCipher\nfast\bin>rfs-setup -—gang-client -write-noauth 192.168.5.170

The result:

Adding read-only remote_file_system entries

Ensuring the directory C:\ProgramData\nCipher\Key Management Data\local exists

Adding new writable remote_file_system entries

Ensuring the directory C:\ProgramData\nCipher\Key Management Data\local\sync-store exists
Saving the new config file and configuring the hardserver

Done

@ Important: You must repeat one of the two options listed for step 1in the procedure for
each client involved.
1. Synchronize the client(s).

You must synchronize the kmdata between the cooperating client and the RFS. The rfs-sync
command is sent each time that a client is initialized so that it retrieves data from the RFS. The
synchronization is executed from each client involved.

% Note: The following example, for an unauthenticated client, is provided for illustration
purposes only.

On each client system, enter the following command:

C:\Program Files\nCipher\nfast\bin>rfs-sync --setup --no-authenticate < File Server IP>
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The File Server IP represents the IP address for the server system where the RFS resides, for
example:

C:\Program Files\nCipher\nfast\bin>rfs-sync --setup --no-authenticate 192.168.5.93
The result:

No current RFS synchronization configuration.
Configuration successfully written; new config details:
Using RFS at 192.168.5.93:9004: not authenticating.

2. To display the configuration summary, enter the following command:
C:\Program Files\nCipher\nfast\bin>rfs-sync -show
The result:
Using RFS at 192.168.5.93:9004: not authenticating.
4.4 Task 4: Configuring HSM to Work with a Client System

Connecting with the client is done using Ethernet (port 1 or 2) and depends upon the port to which
you connected with the HSM (in the following example, port 1is used). Configure HSM to work with a
client system by completing the following steps:

1.

Using buttons A and B and the Rotating Switch on the nCipher front panel menu (see Figure 2:
nShield Connect Front Panel ), complete the following tasks:

a. Press Button B to select System
b. Press Button B to select System Configuration

c. Scroll down using the Rotating Switch and press Button B to select Client Configuration

o

Press Button B to select New Client

Client configuration

Pleaze enter youwr client
0. o, o, 0

CRNCEL EXIT

T TN P SR e e

Enter the IP address for the client using the dotted decimal notation format.

Press Button B to display Client permissions.
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Client configuration

Pleaze choose the client permissions
Unprivileged

BACK NEXT

T e T T N A A
4. Using the Rotating Switch, select privileged on any port for the client.

Press Button B to display the following message.

Client configuration

This client is not configured to use
an nToken. Do you want to enroll vwdith
an nToken?

N0

BACK FINISH

(s .f“AM B T I

6. Using the Rotating Switch, select NO to indicate that you do not want to enroll using the nToken.
Selecting this option means that the client is enrolled without nToken authentication.
7. When Finish is displayed, press Button B to end this operation.

8. Repeat this series of steps for each client that is involved.

4.5 Task 5: Configuring the Client System to Access the HSM

To establish a connection with the HSM from the client system, perform the following steps in this
procedure.

% Note:
[ ]

You must configure each client individually to use the nShield Connect.

e Before attempting client configuration, you must first obtain the following
information from the nShield Connect front panel:

e ESN (Electronic Serial Number)
e HSM IP address
e Hash of the KNETI key (nCipher integrity key)

The ESN and hash of the KNETI key are also readable from the nCipher anonkneti utility in
<installdir>\nCipher\nfast\bin\. From this directory, you must enter the following command:

anonkneti - <netHSM IP>
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Note: If necessary, in the following commands and examples, replace C:\Program Files
with your nCipher installation directory.

1.  On the client system, open a DOS command prompt window, and enter the following commands:

C:\Program Files\nCipher\nfast\bin>nethsmenroll --force -p <netHSM IP> <netHSM ESN> <netHSM KNETI
HASH>

® Important: You must enter two (2) dashes (--) with the force option as shown in the
following example (in bold):

C:\Program Files\nCipher\nfast\bin> nethsmenroll --force -p 192.168.5.100 683E-33D9-
2AF5 95a316146da7d9feb1fb0258746baed9990776¢c7

2. Enable the TCP socket for Java and KeySafe by entering the following command:
C:\Program Files\nCipher\nfast\bin\config-serverstartup -sp

3. Stop the hardServer on the client by entering the following command:
C:\Program Files\nCipher\nfast\bin\net stop “nfast server”

% Note: The hardServer is the nCipher software that controls communication between
the hardware and the applications running on the client system. “nfast server”
represents the name of the server.

4, Restart the hardServer by entering the following command:
C:\Program Files\nCipher\nfast\bin\net start “nfast server”
5. Verify that you can launch the KeySafe utility.

% Note: Repeat the previous steps for each client system with which you intend to
connect to the HSM.

6. Confirm that the HSM and Client connection is working by opening a DOS command prompt
window and entering the following command:

C:\Program Files\nCipher\nfast\bin>enquiry
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i

Ferver:
enquiry reply flags none
enquiry reply level four
gerial nunmber HHHE-HHHH-HHHE
mode operational

{
verzion #.#. # {
speed index $HHE f
rec. gueue HE. | H
module #1:

mode operational
version #.#. #

connection status 0K

AR S SRR & T S ._ﬁ.\,_\_!_.,,-— gt e . -t O

In response to the enquiry request, the Connection Status for the module must return an OK response
to indicate there has been a successful installation. If any errors occur, please see the nCipher
technical documentation for details and more information.

4.6 Task 6: Configuring an nCipher Security World

Security World is an nCipher proprietary concept. Each Security World is comprised of an HSM unit
and the following two sets of smart cards:

e ACS (the Administrator Card Set): this contains credentials for managing a specific Security
World and for use with recovery operations.

e OCS (the Operator Card Set): this controls access to the Application Keys (for example, for
applications such as ActiviID KMS and ActiviD CMS).

Each Security World also includes the keys and certificates that are encrypted by the Security World
Key and stored on the computer where the Security World has been created (in the
C:\ProgramData\nCipher\Key Management Data\ directory).

% Notes:

e Each Security World is stored in a different subdirectory (kmmdata_nn). Before you
can use a Security World HSM with ActiviID KMS, you must first configure the
Security World on the HSM. Key materials are stored in the nCipher Security World.

e During the HSM cloning process using ActiviD KMS, the Security World is also cloned
onto other HSMs.

The following are the two procedures for creating a new Security World:
e Creating a new Security World and Administrator Card Set

e Creating a new Operator Card Set
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4.6.1 Creating a New Security World and Administrator Card Set

To create a new Security World, you must use the nCipher KeySafe. Perform the following steps to
create a new Security World.

1. Turn on your PC system and launch the nCipher KeySafe utility.
2. Click Modules to display the Initialize Security World page.

(N)CIPHER ey dale \—'W

Initialize Security World

Keys

Cards Initializing your security world creates the underlying secrets that are required to protect &
Soficards In order to initialize the securlty world, KeySafe must erase any existing secrets fram the |
you sl not be able to access them unless you restore these secrets. You can not restan
Modules Administrator Card Set (ACS) and kmdata directory oryou have implemented your own b
Exit KeySafe implements its backup policy by sharing the appropriate secrats among the can
total number of cards that will make up your Administrator Card Set and the number that’
% s — After the secrets are created, KeySafe prompts vou to insertthe smart cards that will bec
- Ow e secret data s written to each new Administrator Card. You can choose to set a pass phre
[~® Intisized Yes A module must be in the pre-initialization state before it can be reprogrammed for incorps

—® Strict FIPS 140-2 Lewel I |
[~ Hey '::'r overy: ves ) [ttakes a few moments for KeySafe to initialize the security world. After the security world

hrass Recavery NE op arational state.
+

Erter TOTAL number of administrator cards n set (N): |3

Enter mumber of administrator cards required for access (K I‘I

Protecton Mode DE=3 -
[

FIPS 140-2 lgvel l comgliant? | = ed C Mo

Permit receipt of remote operator card shares? | " Wes [+ o

Set advanced options Advanced oplions== |
Set SEE options SEE optiongs= |

4 2 ==<Back | Initislize Security yYvarld! |

% Note: In this Initialize Security World page example, the number of defined

administrator cards in set (N) is 3 and the number of defined administrator cards for
access (K) is 1. For example, this combination of N and K card settings allows multiple
administrators to perform administrative tasks.

3. Enter the appropriate values for your Security World by completing the following tasks in the
Initialize Security World page:

a. Enter the number of cards in the Enter Total Number of administrator cards in set (N) text
box; in this example, it is 3 (N=3).

b. Enter the number of cards in the Enter number of administrator cards required for access
(K) text box; in this example, it is 1 (K=1).
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c. Click to select AES (Advanced Encryption Standard) or DES3 (Triple Data Encryption
Standard) in the Protection Mode pull-down menu. The mode you select determines the
algorithm used to protect the keys in the Security World Key.

d. Click to select Yes or No from the FIPS 140-2 level Il compliant options. The security level
you select is applicable to your HSM and only applies to the Security World being created.
This security level has nothing to do with the security level that the HSM physically supports.

e. Click to select Yes or No from the Permit receipt of remote operator card shares options. It
is recommended that you accept the No option (which is the default).

f. No selection is required at this time for the Set advanced options.

d. No selection is required at this time for the Set SEE options. SEE refers to Secure Engine
Execution. This setting is not required for the HSM to work in the ActiviID KMS / CMS
environment.

h. Click Initialize Security World to display the Create Administrator Card Set page.

ERESole

Deienes KeySafe ( | J ;

Creale Administrator Card Set

WOl are 1O [ e ERING WOLIT Nt Acin il sireton Card Set

These cands arowids wou with & Dac kup and reginrstion mechanisrm. You shauld ke eppour Adminlsision Cands in &
safe place norder o preverd umathonzed access fopour secrets

- Pleasa Inadrt Card 1 0F 7 Toarl you wrant oD wrie im0 reonule 1, e siorl

Emply
Fleass Ireed tha car Malyou wantho wris,

I:l Rt Anandan |

4. Insert the first of the N set of administrator cards (in the example N=3), which displays the Set
Card Protection Pass Phrase page.

KeySafe displays a page where you set a pass phrase (PIN) to protect the card with a single,
independent pass phrase that is required each time that the card is used.
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5. In the Set Card Protection Pass Phrase page, perform the following tasks:

a.
b.
C.

d.

Click to select the Yes option.
Enter the pass phrase (PIN) in the Enter pass phrase text box.

Enter the pass phrase again to confirm it in the Enter pass phrase again text box.
Click OK.

6. Repeat this same procedure for the second and third set of smart cards. When the Security World
has been created, the following message window displays.
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Set Card Protection Pass Phrase

Each smart card may optionally be protected by a single, indepen
phrase that will he required each time the card is used.

Do you vwant to set & pass phrase™ * ves 1 No
Erter pass phrase: |n-""“t }
F 4
Eriter pass phrase adgsin: Itttttttttt
Completed | 22

::\l) Security warld successfully initialized.

Ok

e i T J— _'_,...1“"""-._ L e, ~.r-'-!"‘"“"'.
7. In the Security World successfully initialized window, click OK.

8. Reboot your client system.

9. Launch KeySafe and verify that the HSM can be contacted and the Security World has been
created (you should see an entry corresponding to the new Security World).

4.6.2 Creating a New Operator Card Set

Complete the following procedure to create an Operator Card Set that protects access to the ActivID
CMS keys. To create a new operator card set, complete the following tasks.

1. Launch KeySafe.
2. Click Cards.
3. Click Create New OCS which displays the Create Operator Card Set page.
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4, Enter the appropriate values for your Operator Card Set by responding to the parameter and
prompts and completing the following tasks in this page:

a.

Enter a new card set name (for example, CMS) in the Enter Operator Card Set name text
box.

Click the No option from the Permit this card to be used remotely option choices.
Click the Yes option from the Do you want the card set to be persistent option choices.

When you click Yes for persistent, the keys protected by an OCS card remain available in the
module even if the card is removed from the nCipher card reader (It is recommended that you
use this option). This mode enables multiple applications to access the HSM simultaneously
without requiring multiple operators to insert their cards during a session.

Click to the No option from the Do you want to set a timeout option choices. If you choose
to set a timeout period, this maximum duration cannot be longer than one year in length.

Enter the number of cards in the Enter Total Number of administrator cards in set (N) text
box (the total number cannot exceed 64).

Enter the number of cards in the Enter number of administrator cards required for access
(K) text box (the number of cards required for access must be less than or equal to the total
number of cards).

A WARNING: For an Administrator Card Set, the total number of cards is (N) and the

number of administrator cards required for access is (K). This same formula applies for
an Operator Card Set. As per nCipher Security World requirements, if you cannot
present the proper number of cards (K/N) if and when required, the keys that are
protected using this card may be unusable.
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5. Click Create OCS.

This window prompts you to set card protection similar to when you created pass phrases for N
cards for the ACS (see step 5 in 4.6.1 for details).

You need to enter a pass phrase (equivalent to an HSM Operator PIN), and enter a confirmation
pass phrase for all the cards when prompted. When you are finished creating the Operator Card
Set, the HSM is ready for use in ActiviD KMS and ActiviID CMS.
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5.0 Accessing the nShield Connect from ActiviD
KMS/CMS

This section provides a brief description of the process by which you prepare the nShield Connect
HSM for use with ActiviD KMS and with ActiviD CMS.

5.1 Preparing the nShield Connect for Use with ActiviD KMS

The following procedure briefly summarizes the process of preparing the nShield Connect for use
with ActiviD KMS.

1. Copy the PKCS #11 cknfast-64.dll file to the ActiviID KMS directory.
The cknfast-64.dll file is located in the <installdir>\nCipher\nfast\toolkits\pkcs11\ directory.

2. Make sure that the cknfastrc configuration file (located in <installdir>\nCipher\nfast\cknfastrc)
contains only the following two lines:

CKNFAST_OVERRIDE_SECURITY_ASSURANCES=tokenkeys;unwrap_mech;unwrap_kek;explicitness

CKNFAST_NO_ACCELERATOR_SLOTS=1

% Note: All keys that are injected using ActiviID KMS are located in the Security World
created using the directions described in this technical note (see Task 6: Configuring

an nCipher Security World). You can view the key labels and attributes using ActiviD
KMS or using the KeySafe utility (see next illustration).

® Important: If you are migrating from a HSM containing extractable keys, you need to add
the longterm flag to CKNFAST_OVERRIDE_SECURITY_ASSURANCES in the cknfastrc file.
See also the HID ActiviD Credential Management System HSM Migration User Guide.

3. Launch KeySafe.
4. Click Keys and click List Keys to display the Key Listing window.
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Key Listing
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5.2 Preparing the nShield Connect for Use with ActiviD CMS

The following procedure briefly summarizes the process of preparing the nShield Connect for use
with ActiviID CMS.

1. Copy <installdir>\nCipher\nfast\cknfastrc to the same location on the ActivID CMS server.

Note: You do not need to copy the file if ActiviD CMS will be installed from scratch
with HSM support. Instead, you just need to provide the right path during the ActivIiD
CMS setup.

2. Restart the ActiviD CMS server.

® Important: Once ActiviID CMS is installed, if the PKCS#11 library path is changed after

upgrading the nCipher Security World software (for example, version 12.50 or higher),
you must update the crystoki.ini file, found in %PROGRAMDATA%\HID
Global\Credential Management System\Shared Files, as follows:

External | CMS 5.3 | HID Global Corporation/ASSA ABLOY AB. All rights reserved. December 2020




ActivID CMS Technical Note: Configuring Entrust Datacard® nShield™ HSMs Page 43

LibNT=C:/Program Files/nCipher/nfast/toolkits/pkcsil/cknfast.dll

5.3 Accessing HSM Tokens from ActiviD KMS/CMS

Depending upon how the nShield Connect HSM was configured, it may expose one or more HSM
tokens to ActiviD KMS and ActiviD CMS.

5.3.1 Accessing HSM Tokens—ActiviD KMS

ActiviD KMS forces the operator to select the HSM token to use during an ActiviID KMS session when
there is more than one token available. If there is only a single HSM token, that token is automatically
selected. Each HSM token is identified by a slot ID number as well as a token name. To identity an
HSM token, ActiviD KMS displays both the slot ID and token name for each HSM token.

® Important: The slot ID cannot be used as the unigue identifier for an HSM that
manages several tokens because the HSM re-orders the slot ID depending on the
availability of tokens.

5.3.2 Accessing HSM Tokens —ActiviD CMS

To choose the correct token, configure an ActiviD CMS file, which includes either the recorder slot ID
or token name. For example, for ActiviID CMS for Windows, perform the following steps:

1. Locate the cmss/ot.ini file on the ActivID CMS distribution.
2. In the <CMS_distribution>\HSM folder:
a. Copy the cmsslot.ini file to the Windows folder of your ActiviID CMS server.

b. In the cmsslot.ini file specify either a TokenName or a SlotID (if the cmsslot.ini file is not found,
ActivID CMS chooses to connect to the slot that has the fewer number of sessions).

% Note: If High Availability has been configured, the cmss/ot.ini file must contain a
reference to either a physical token or to a virtual token.

3. Locate the % PROGRAMDATA%\HID Global\Credential Management System\Local
Files\pkcs1l.cfg file and add the following line:

slot=XxXXXXX

where xxxxx is the SlotID.
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6.0 Troubleshooting

This section provides brief tips on how to start analyzing the nShield HSM configuration if you
encounter issues or error conditions. If you do, then contact the HID Global or nCipher Technical
Support Services and provide them with the appropriate information needed to start diagnosis or
resolve the issue.

6.1 Checking the Module State

The enquiry utility returns information about the status of the HSM. This utility tool is located in the
bin subdirectory of the nCipher directory (for example, <installdir>\nCipher\nFast\bin\enquiry.exe).

Check for any entry that starts with Mode, which indicates whether the module is currently in an
operational state or is non-operational. If the module appears to be non-operational, you need to
check the status LED on the PCI or PCle card. If the Status LED is continuously on, then this indicates
that the module is working properly. If the LED is either off, or if it flashes irregularly, then you must
check the nCipher Hardware Installation.pdf on the nCipher Installation CD (refer to the section on
Troubleshooting nCipher Modules for details).

6.2 About Log File

To activate the logs, refer to the Appendix D in the nShield_Admin.pdf on the nCipher Installation CD
for details.

6.3 Insecure Key Used Too Long After Creation

If ActiviD CMS fails to run at least two days or more after the HSM having been migrated to FIPS (for
more details, see the HID ActiviD Credential Management System HSM Migration User Guide), be sure
to add the longterm flag to CKNFAST_OVERRIDE_SECURITY_ASSURANCES in the cknfastrc file. See
also section 3.1 Preparing the nShield Solo for Use with ActiviD KMS on page 20.
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